ANALYSIS

Data protection monetary
penalties: Absolutely criminal?

The Tribunal overturns two ICO fines totalling £550,000. Paul Motion and Laura Irvine
consider the decisions, arguing such monetary penalties are properly categorised as criminal.

ince 6 April 2010 the Information
SCommissioner’s Office has been
able to impose monetary penalties

of up to £500,000 in relation to certain
breaches of the Data Protection Act
(DP Act) 1998 by data controllers. The
power was granted by amending the
DP Act so as to insert new ss 55A to
55E. The new sections provide for
Monetary Penalty Notices (MPNs) and
the Notice of Intent Procedure. At no
point does the legislation mention the
description “civil’ in relation to mone-
tary penalties though this term appears
now to be in use on a relatively
frequent basis.

However, the choice of an overtly
criminal statute as the preferred deliv-
ery mechanism for MPNs is very
pertinent to the thrust of this article.

A MPN can be imposed only in
cases where:

e there has been a serious breach of
the DP Act;

e the breach was of a kind likely to
cause substantial damage or sub-
stantial distress; and

e (i) the breach was deliberate or (ii)
the data processor knew or ought to
have known that the breach would
be of a kind likely to cause substan-
tial damage or substantial distress
and the data processor failed to take
reasonable steps to prevent the
contravention.

APPEALS

Although several dozen MPNs have
been issued, there have been few
appeals. To date, the Tribunal has heard
only three appeals. The first appeal (by
Central London Community Health-
care NHS Trust') against a MPN of
£90,000 was unsuccessful in March
2013. The Tribunal decided that it
could carry out a full merits de novo
review where the Tribunal can start
again and hear factual evidence,
whether or not this has been consid-
ered by the ICO, to make its decision

on whether the MPN is wvalidly

imposed and thereafter whether the
amount is correct.

The second appeal® was made by
the Scottish Borders Council (‘SBC’)
following the imposition of a MPN of
£250,000. This appeal heard over four
days in March then July 2013 was suc-
cessful. The ICO seemed to endorse
the de novo hearing approach in the
Scottish Borders appeal. The Tribunal
decided that it was not satisfied on lia-
bility and the MPN was cancelled.

A third appeal’, by Christopher
Niebel in October 2013, involved a
breach of PECRs and was also success-
ful with an even higher (£300,000) fine
imposed on an individual director
being cancelled. Niebel was a very high
profile case in the sense that Mr Niebel
did not dispute sending hundreds of
thousands of spam texts using hun-
dreds of unregistered SIM cards.

In both of the successful appeals,
the Tribunal cancelled the MPN
because it was not satisfied that the
breach was “likely to cause substantial
damage or substantial distress”. Cen-
tral London was appealed to the Upper
Tribunal. That appeal was refused”. In
the Scottish Borders appeal, extensive
submissions had been made that MPN’s
were criminal penalties. As that appeal
was disposed of without the need for
argument on the point (and other
issues) and since the Central London
appeal was not asked to address the
points, the questions remaining unan-
swered are whether a MPN is a crimi-
nal penalty and whether, as a conse-
quence, MPN proceedings are criminal
proceedings throughout, to which
Convention Rights apply. It is submit-
ted that there are strong arguments
supporting the view that MPNs and
MPN proceedings are criminal for the
purposes of the ECHR.

WHAT MAKES A PENALTY
‘CRIMINAL’?

It is generally accepted that, according
to Strasbourg jurisprudence , there are

three considerations when deciding on

whether proceedings are criminal.

These are:

(1) the domestic classification of the
‘offence’ is relevant although the
concept is autonomous;

(2) the nature of the offence; and

(3) the nature and degree of the poten-
tial penalty and the actual penalty.
The first and last of these are most

significant in a discussion of MPNs.
Despite any domestic classification,
such as the ICO’s adoption of the epi-
thet ‘Civil Monetary Penalty’, the main
feature which Strasbourg case law
focuses on is the stated purposes of the
penalty. If it is “punitive and deter-
rent”in nature, as opposed to “com-
pensatory or disciplinary”, then Stras-
bourg considers a penalty to be
criminal. Thus sanctions imposed by
courts on soldiers and prisoners are
likely to be criminal, but findings by
professional regulators against doctors,
dentists, nurses and other professionals
are likely to be viewed as civil.

The ICO’s Standard Operating
Procedures® expressly and
unequivocally state:

“[The power to impose a MPN] will
be used as both a sanction and a deterrent
against a data controller who deliberately
or negligently disregards the law.”

This could scarcely be more clearly
expressed. The ICO’s Standard Oper-
ating Procedures do not concern them-
selves with notions of compensation or
discipline. The language is unequivo-
cally of punishment and deterrence.

In the case of Georgiou7 the Stras-
bourg Court held that a penalty in rela-
tion to assessments of VAT was ‘crimi-
nal’ even although it was classified as
‘civil’ in domestic law, coming to this
view because the penalty was intended
as a punishment to deter re-offending.
Its purpose was both deterrent and
punitive. As is also relevant to MPNs,
the amount of the penalty was taken
into account and was noted to be
substantial.
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Applying this case, the High Court
of Justice Chancery Division also held
in King v Walden® that the imposition
of a penalty constituted proceedings of
a criminal character having regard to
both the potential size of the penalty;
the punitive and deterrent nature of the
proceedings; and the consideration
given to mitigation.

In Walden the court decided that
imposing penalties for fraudulent or
negligent delivery of incorrect returns
or statements was ‘criminal’ for the
purposes of the ECHR, Article 6(2) for
the following reasons given by Mr Jus-
tice Jacob (at [71]):

“(a) Plainly the system is intended to
punish the defaulting taxpayer and
to operate as a deterrent;

(b) The amount of fine is potentially
very substantial;

(c) The amount of fine is not related to
any administrative matter. In partic-
ular the fine is not limited to the
administrative and other extra cost
of dealing with the taxpayer con-
cerned. (Curiously we suspect the
cost to the State of dealing with Mr
King, taking into account the Rev-
enue’s internal costs as well as the
cost of the Commissioners greatly
exceeds the fine actually imposed,
namely £58,000).

(d) The
depends upon the degree of culpa-

amount of fine imposed
bility of the taxpayer, the less culpa-
ble the more mitigation there is.
Mitigation is an essentially criminal
rather than civil consideration.

(e) It is accepted that generally ... it is
not for the taxpayer to show that the
determination of penalties was
wrong. On appeal the burden of
proof lies on the Crown. In this
regard there is a clear distinction
between a penalty determination and
an appeal against ordinary assess-
ment where the burden of showing it
was wrong lies on the taxpayer.”

So what appears to be extremely
significant is both the intention to
punish and deter, as well as the magni-
tude of the penalty.

For the sake of completeness,
that the
imposition of a term of imprisonment

Strasbourg has indicated’

as an alternative to a fine etc. is not
essential to the matter being consid-
Nor 1s

breach/conviction

it essential
to be

ered criminal.
that the

entered into a database of previous
convictions.

A potential monetary penalty of
£500,000 is a very severe level of fine on
any view. The ICO is exercising its dis-
cretion to impose significant fines. The
maximum to date has been £325,000. In
the Scottish Borders appeal, the
Deputy Commissioner indicated that
he could see no situation where a fine
of less than £75,000 would be appropri-
ate. By comparison, in terms of Health
and Safety law, a fine imposed under
the Health and Safety at Work etc. Act
1974 can be unlimited'®, but the Sen-
tencing Council has indicated'! that
the starting point where there has been
a fatality is rarely less than £100,000
and £500,000 if the conviction is under
the Corporate Manslaughter and Cor-
porate Homicide Act 2008. Thus a fine
of £250,000 on a local authority, had it
been imposed under health and safety
law rather than the DP Act, s 55A,
would most likely have involved
multiple fatalities.

PRACTICAL CONSEQUENCES IF
THE MPN REGIME IS CRIMINAL

If MPN proceedings are criminal, then
not only will the ECHR, Article 6(1)
be engaged (right to a fair trial), but
the rest of Article 6 would be engaged
and in particular the presumption of
In addition, Article 7
would be engaged precluding the ret-

innocence.

rospective criminalisation of actions
and retrospective punishment for
actions. The ICO’s procedures would
require review not least to take into
account issues of fairness: a point that

was further highlighted by the Niebel

appeal.
Following the

Walden!? case,
where there is an HMRC investigation
into whether or not a penalty is to be
imposed on an individual for failing to
pay tax, then in certain cases these
penalties will be considered to be
criminal, and therefore the individuals
are to be treated as if they have been
charged with a criminal offence. It is
for this reason that HMRC advises its
investigators to provide certain infor-
mation to anyone being investigated
who may receive a penalty. They are
to be advised of their right not to
answer any questions; their right to
seek legal advice; the right to a deci-
sion without unreasonable delay; the

right to an appeal or review; and the
right to apply for legal aid.

This approach is not currently
embedded in the ICO’s investigative
procedure. In the Scottish Borders case
the ICO simply mentioned the possi-
bility of issuing a MPN at the outset of
its investigation along with other possi-
bilities (including an Enforcement
Notice) and then stated:

“At this stage we are still investigat-
ing the situation and have not yet
formed a view on what action, if any,
we will take. ... It is possible that, once
we have considered all the relevant evi-
dence, we will exercise our powers as
set out above. Your full co-operation
in establishing the facts is therefore
appreciated.”

If MPNs are criminal, this approach
is not compliant with Article 6(1). The
ICO’s present investigation process, it
is submitted, does not give fair notice
to data controllers, especially public
authorities who may be dealing with
dozens of agencies at any given time,
that the ICO’s investigation process is
more onerous than simply a collabora-
tive exercise between agencies whereby
one public agency is co-operating with
another to ensure that a loss of data is
managed correctly, that the cause is
established and that the ICO can assist
the public authority going forward. If
the process is in fact a criminal investi-
gation (indeed even if it is not, it is sub-
mitted) the potential consequences to
the data controller are very serious. The
data controller should have clear notice
of the possibility of a MPN rather than
this outcome being presented as
simply one of a list of options. If the
MPN procedure is criminal, the gath-
ering of evidence during an ICO
should be open to
scrutiny to ensure that it has been
obtained fairly and is admissible. The
current procedure is susceptible to the

investigation

further criticism that it largely relies
upon information volunteered in good
faith by the data controller. Disclosure
may be motivated by the desire to co-
operate but in reality the data con-
troller may be incriminating itself or
proffering information that it would
not do with the benefit of independent
legal advice. It may not be presenting
the full picture to the regulator
because it is unaware of the use to
which the information may be put.
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FAIR NOTICE

A data controller appealing against a
MPN should not have to find out about
the case against it for the first time
when Skeleton Arguments are filed six
months after the date of the MPN.
Article 6(3) sets out the right of a
person to be informed promptly, in a
language which he understands and in
detail, of the nature and cause of the
accusation against him. In the Scottish
Borders case the data loss was self-
reported but part of the penalty was
based on a database issue unconnected
with the original data loss. That data-
base had been mentioned in the course
of the investigation as part of a large list
of the Council’s databases, voluntarily
supplied by the Council following an
audit. It was admitted in the course of
the appeal that the Notice of Intent and
MPN were defective because they did
not mention the database issue. The
Tribunal however rejected a submis-
sion that the Council had not had fair
notice of the ‘charge’ and the facts of
the breach, since these had become
clear from the ICO’s Skeleton Argu-
ment in the appeal. The difficulty with
that approach is that it does not comply
with the requirement of Article 6(3)
which demands that notice of the facts
must be given promptly, i.e. at the
outset. The more recent Niebel deci-
sion appears to indicate that the Tribu-
nal has moved close to accepting this,
Judge Warren holding that:

“It is apparent that there is a need,
when applying these new provisions, to
identify the contravention and the cir-
cumstances surrounding it reasonably
clearly. The detail may of course change
in the course of proceedings. That is
implicit in the statutory procedure
whereby the ICO first sends a ‘notice
of intent’ giving the offender an oppor-
tunity to make representations and
enter into discussion. A clear statement
of the contravention is necessary in
order to apply the words of the statute;
to make a judgement on whether the
contravention is ‘serious’; or to con-
sider whether it is ‘of a kind likely to
cause substantial damage or substantial
distress’. Such a clear statement is also
required by the ordinary rules of fair-
ness which attach to sanctions or
penalty proceedings. It is essential that
the offender should know what the case
is against him or her. It is important to

know the period of time which the con-
travention covers so that there is no
repeat penalty covering the same
period” (emphasis added).

As the Tribunal made clear in the
Niebel appeal, fairness to the ‘offender’
includes clarity in relation to what the
case is against him or her, including the
period of time and the extent of the
contravention, so that the ‘offender’
can ensure that the penalty relates to
the contravention and not any other
behaviour. In addition the extent of the
contravention must also be relevant to
the size of the penalty imposed. These
points had been taken in the Scottish
Borders appeal where it was submitted
that the number of lost files taken into
account as justifying both the issue of
the MPN and the amount appeared to
vary widely.

RETROSPECTIVE
CRIMINALISATION

It was also submitted in the Scottish
Borders appeal that, regardless of the
procedure being criminal or civil, the
MPN appeared to be founded upon
facts that occurred prior to the enact-
ment of ss 55A to 55E DP Act, thus
amounting to retrospective criminalisa-
tion. In Niebel, this appears to have
been the determining factor in the
appeal, reflected in a late decision by
the ICO to accept that the contraven-
tion related to 286 spam texts not hun-
dreds of thousands. This was inevitable
since the majority of spam texts pre-
dated 26 May 2011 when the PECR
MPN provisions came into force.

If the MPN regime is considered to
be criminal then the ECHR, Article 7
makes it unlawful for the state to
punish an act which was not criminal at
the time that the act was carried out,
and it also makes it unlawful to impose
a heavier penalty than the one that was
applicable at the time the act was com-
mitted:

“No one shall be held guilty of any
criminal offence on account of any act
or omission which did not constitute a
criminal offence under national or
international law at the time when it
was committed. Nor shall a heavier
penalty be imposed than the one that
was applicable at the time the criminal
offence was committed”.

In Welsh v United Kingdom" the

accused was arrested on drugs charges

in November 1986. In January 1987
new powers in relation to the seizure of
the proceeds of crime came into effect.
The applicant argued that if the new
law applied to him then that would
constitute retrospective criminal legis-
lation and offend Article 7. The United
Kingdom argued that the confiscation
did not constitute penalties for the pur-
pose of Article 7. The Court in Stras-
bourg indicated that there had been a
breach given that the applicant faced
more far-reaching detriment as a result
of the government seizure than he
would have at the time of the offence.

It does appear that in Niebel the
Tribunal is of the view that nothing
done prior to the possibility of a MPN
being imposed can be taken into
account when considering liability or
quantum, but the ICO did not appear
to accept that in Niebel, arguing that
actions taken prior to that date could be
taken into account, albeit they did not
form part of the contravention. If is
established that the proceedings are
criminal, then Article 7 would seem to
clearly indicate that the Tribunal’s
approach is correct. Of course, the
ICO will have to be clear about what
they are taking into account in their
Notice of Intent and, in the authors’
view, prior even to that stage in pro-
ceedings, so that the issue is clear to any
‘offender’.

ACCESS TO JUSTICE

As it conceded in the Scottish Borders
appeal, the ICO is not an impartial and
independent tribunal compliant with
Article 6(1). It is the prosecuting entity.
So it has to rely on the Tribunal to deal
with the matter de novo because if the
ICO’s decision can be reviewed by a
court of full jurisdiction, including
questions of fact and law, then this
defect can be cured. However, access
to the ECHR compatible tribunal is
not free and unfettered.

The ICO offers a 20% ‘discount”’ if
the MPN is paid within 28 days. How-
ever the ICO also says that early pay-
ment forfeits the right of appeal.. This
matter was not resolved in the Scottish
Borders appeal as the MPN was can-
celled, but the Tribunal did express
some concern that this may appear to
be “a fee for appealing’ and disapproved
of what it saw as the ICO trying to dis-
courage an appeal by reference in an
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email to appeals entailing ‘expensive
litigation’. Judge Warren stated:

“In the ICO’s response to this
appeal, it was submitted that any data
controller who makes an early payment
under the scheme ‘effectively forfeits
its right to appeal’. Scottish Borders
took strong exception to this sugges-
tion. At some stage the question may
have to be answered as to whether this
approach constitutes an unfair obstacle
to access to the judiciary.”

In the Central London appeal, the
Upper Tribunal described the prospect
of appealing whilst also seeking the dis-
count as a data controller “Trying to
have its cake and eat it”. An analogy
was drawn with an accused offering an
early guilty plea. A comparison was
made with the appeal process for park-
ing tickets and fixed penalty notices.

The fundamental problem with this
approach is that the Upper Tribunal did
not address the impartial tribunal ques-
tion raised above, whereby in MPN
procedure the Regulator is the inquisi-
tor, the prosecutor and final arbiter
who sets the amount of fine. The ICO’s
full evidence is not disclosed during
MPN procedure and only comes to
light during an appeal. The only
recourse to a de novo hearing with full
disclosure of evidence and before an
independent, impartial tribunal is the
appeal route. If the appeal route can be
closed off by accepting the early pay-
ment discount (worth up to £100,000 on
the maximum fine — a not unpersuasive
consideration to a public authority or
SME) access to the tribunal cannot pos-
sibly be said to be free and unfettered.

CRIMINAL SENTENCING
PRINCIPLES

In the Scottish Borders appeal, quan-
tum was not discussed. It appeared
from oral evidence that the sentencing
process described in the ICO guidance
had not been followed to the letter and
that there had been a less structured
approach than suggested in the guid-
ance. However, the Deputy Commis-
sioner was clear that the fact that a data
processor was a public body was not to
be taken into account when determin-
ing the amount of a MPN. The ICO’s
position was also that self-reporting
would not result in a discount, or a
lesser MPN, but a failure to self-report
may result in a higher MPN. It is sub-
mitted that this view is simply wrong,
out of line with the approach of other
regulators and that credit ought to be
given to any data controller who self-
reports a data breach.

SUMMARY

Business and the public sector have
been relatively slow to recognise their
potential exposure to very large penal-
ties, possibly because, unlike with
death or personal injury, the loss of per-
sonal data is not yet instinctively
pigeon-holed as a breach of the law that
can result in half million pound fines.
There are many important unresolved
questions in relation to MPN proce-
dure and it is hoped that jurisprudence
will continue to develop as more
appeals are heard and determined.
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